Personal Security Guideline

Introduction

Good security management is about good program management: Proactively managing risks and
Being better positioned to deal with crises enables us to work safely and securely. This benefits our
Staff, beneficiaries, and other stakeholders.

To provide practical resources BRDO Alliance members, the Security Working Group (SWG) has
developed the “BRDO Safety and Security Guidelines: A Handbook for BRDO staff” and the
complementary “Staff Safety and Security Principles for the BRDO Alliance”. The Guidelines gives an
overview of generic policies and procedures for the safety and security issues affecting most of our
operations — as such, they can be used as a reference and resource. They are written for managers and
staff. Since staff and managers have different roles and responsibilities, each chapter and annex starts
with an explanation of the intended users and usage.

Users and Usage: All readers are encouraged to familiarize themselves with this personal security
guideline so that they

Can understand the foundations of these Guidelines; the relationship between their individual and
The organization’s responsibilities; and the BRDO Alliance’s general approach to security.

The Purpose of these Guidelines and how it relates to BRDQO’s security policies and
Plans.

BRDO Alliance is committed to staff safety and security. All levels of our organizations aim to
Integrate security in ways that are relevant and user-friendly. Good security management is about
Good program management — it enables us to work safely and securely. Proactively managing risks
And being better positioned to deal with crises enables us to work safely and securely. This benefits
our staff, beneficiaries, and other stakeholders.

To support BRDO Alliance members with proactively managing security, the Security Working Group
(SWG) has developed the “BRDO Staff Safety and Security Guidelines: A Handbook for BRDO Staft”
(Guidelines) and the complementary “BRDO Staff Safety and Security Principles”. The Guidelines are
written for managers and staff. It gives an overview of generic policies and procedures for the safety
and security issues affecting most of our operations. These Guidelines are a reference and resource-
both for agencies who do not already have security procedures in place and those who do. Since



these generic guidelines, any agency specific policies and procedures overrule these. This document
will be reviewed by the BRDO Security Working Group every three years and revised as appropriate.
These Guidelines, together with the “BRDO Staff Safety and Security Principles” and y our
organization’s country-specific security plans, can form the cornerstone of your policy and guidelines
on safety and security

The “BRDO Staff Safety and Security Principles” commits BRDO members to five key principles:

Principle 1: Provide leadership, guidance and capacity to ensure that staff safety and security
concerns are adequately addressed.

Principle 2: Adopt a systematic approach towards identifying safety and security risks, and
identify suitable preventive and control measures.

Principle 3: Build staff capacity so that they are empowered to take personal responsibility for
their own security

Principle 4: Read, discuss and understand the BRDO Staff Safety and Security Guidelines
Principle 5: Provide psychosocial support to BRDO staff that have experienced acute or
prolonged stress during the course of their work.

BRDO Alliance commitment, organizational duty of care, and individual
responsibilities

The BRDO Alliance views staff safety and security as one of the first and foremost concerns in its
development, humanitarian and advocacy work. The sharp increase in attacks on aid workers in the

past decade, particularly among humanitarian aid workers, makes it imperative that BRDO members
have measures in place to ensure the safety and security of their programmer personnel (employed

or volunteers) and resources.

Safety and security management is a collective responsibility. It involves participation by every

person working for an BRDO member. Trustees, Executive Officers, and Directors should ensure the
member organizations exercise duty of care towards all staff. This commitment needs to be visible
throughout the management line. Regional and country directors and their field managers will lead

by example, demonstrating a systematic approach to assessing and managing safety and security.

BRDO Alliance members should use each other as resources, for example, sharing travel briefings.
Members are responsible to ensure their workforce is adequately prepared and equipped to manage

the risks they face when delivering assistance to those who need our help. Directors and senior

managers are responsible for the safety of their staff and must ensure staff have access to training

and resources. Staff members are responsible for their individual well-being and should take their
individual responsibility seriously. The BRDO members’ security measures depend on each individual
employee, visitor or consultant acting responsibly, using common sense, good judgment and the advice of
experienced colleagues Whenever necessary. Each staff member should stay aware of security risks, keep
her or himself up to date on security procedures, and promote the security of other staff. All travelers are
expected to use the advice from the BRDO Security Plan .



BRDO Alliance’s approach to security

In accordance with the Alliance’s vision and mission and the values of its members, the BRDO Alliance’s
approach to security is based on acceptance by the local population. If the members’ work is known

and valued by the local communities, it is less likely that they will be the victims of security incidents.
This also refers to BRDO members’ pledge to honor quality and accountability, e.g. by adherence to

the BRDO Code of Conduct for the prevention of Sexual Exploitation and Abuse, Fraud and Corruption
and Abuse of Power, the Code of Conduct for UN Movement and NGOs in Disaster Relief Red Cross
Red Crescent Code of Conduct, the Sphere Humanitarian Charter and Minimum Standards, and any other
policy principles and guidelines adopted by the BRDO governance and members and therefore binding on
all members.

Where there is a doubt about acceptance of the BRDO member or other NGOs; where there are

particular threats against the BRDO member or similar organizations; or, where criminal threats affect
the general population, protective security measures will probably still be necessary. Common

protective measures include gates, guards, locks and safes. The protection measures used should be
proportionate to the assessed risk in each location.

Due to various considerations, a member may seek to maintain a low profile as it supports the work

of local partners. This may bring several benefits, including a reduction in the risk of working in that
area.

In certain contexts, BRDO believes that it has a duty to speak out to promote or defend the rights of

poor and excluded people. Because speaking out can sometimes garner a strong counter response,

which can have implications for the security of the people on whose behalf the statement is made. It

can also have consequences for the BRDO member’s implementing partners, staff and property, and

on other relief and development organizations. Therefore, before speaking out, the BRDO member
should always weigh these risks against the likely benefits, as far as possible in consultation with

those likely to be affected.

Essential Aspects of Proactive Security Management

Users and Usage: Security focal points and other managers with security responsibilities can read this
Paragraph to understand the mechanics and issues of managing security. For staff, not all sections will
be relevant to you. You should, at least, familiarize yourself with the security categories, risk
assessment, security plan, training, briefing and debriefing, media and fire sections. Depending on
your job and responsibilities, you may want to review other appropriate sections.



Security management in Area -based program

the security of staff and assets depends on the threats in the environment and the organization’s/
individual’s ability to minimize risks. A crucial part of managing risks is to be proactively prepared
with realistic plans, procedures and resources in place. This chapter aims to support your efforts by
covering the essential aspects of security management.

BRDO Member and Alliance Security Focal Points

Every BRDO member should have a Security Focal Point, in country and at HQ, who have received in-
depth training on safety and security issues. In some cases, Security Focal Point will be a dedicated
Security Manager and in other locations it will be a senior manager. The Security Focal Point should

be available to all staff to provide advice and other help in security management, as required. There
should be, at least one appointed deputy and in some cases additional deputies. Contact details

should be made available to all staff, and in the case of high risk area, someone should be

available for 24 hours a day. BRDO Alliance members should know the names and contact details of

the other Alliance members’ Security Focal Points. The BRDO members’ Focal Points should know each
other and be in regular contact about security and safety issues.

Security risks categories

It is a good practice to maintain an updated list of the security categories for each area of operation
for an organization. The categories are a simple way of describing the approximate level of risk for
each country/ area, as assessed by the member or members. In the case of a national BRDO member,
this is determined by the director of their main office in the regional or national capital. Where BRDO
forums are pooling their security work, it would be the directors at their main offices either overseas
or in the capital. The BRDO Secretariat will also keep an updated list of security category codes. The
security risks categories are listed below :.

Category 1 (blue) — Minimal Risk
In this category are countries with exceptionally low crime rate and efficient crime prevention and
emergency services.

Category 2 (green) — Low Risk

Category 2 countries typically enjoy a stable political system and a relatively good internal security
and emergency services infrastructure. Threats from terrorism, crime, civil unrest are typically
Moderate and are generally mitigated by the capacities of internal security agencies.

Category 3 (yellow) — Medium Risk

Category 3 applies to countries with High crime rate, or problems within the country due to current
political, military, or social problems, or natural phenomena etc. It means that there is no immediate
danger to program staff, but that background security problems have increased. The program

can continue operating. However, it may be necessary to restrict travel to some areas, and the hours
of the curfew (if any) may change.



Category 4 (orange) — High Risk

Countries in this category typically suffer chronic instability and lawlessness. When a country is
designated category four, all staff are to return to the office during working hours or to the staff
house or hotel outside of working hours, after which all staff movement may be restricted to safe
areas only. It may be necessary to suspend the program completely and to evacuate non-essential
staff from the country.

Category 5 (red) — Extreme Risk

Countries classified as category 5 may be engaged in civil or transitional conflict; government control
is minimal, non-existent or threatened; violent transformation of the government is on-going
through military coup or revolution. Corruption is typically endemic and the state has failed or
threatens to fail. When a country or region is declared category 5 staff evacuation should take place
as soon s possible as per the country's evacuation plan.

Areas considered Category 5 are those in which the presence of expatriate staff may not be possible
due to persistent extreme risks.

Since the categories describe the approximate level of risk for each country/ area, they can be used
to guide program decisions and actions. In the example below, the categories are linked to
situational indicators and program decisions.



SAMPLE: Security risks categories linked to situational indicators and

program decisions

Security Risks
Categories

Indicators

Program’s Security Decisions

No security events

Fully operative

Minor insignificant and isolated incidents, curfews,
riots

No immediate threats in agency project areas and
capital

Fully operative

Relocation, evacuation,
suspension and hibernation plans
reviewed

Support partner agencies with
their security plans

Tension and minor incidents at check points - Fully operative but decision on
Minor clashes between armed groups without whether to conduct monitoring
civilian casualties visits should be
Medium (yellow ) NGQS affec?ed accidentally but no i.njuries.on staff - considered by _and in some
Serious but isolated attacks on civilians (mine - .
explosion) cases pqstponed.-quocatlon,
Suicide bombings in agency project areas eyacuatlpn, suspension and
hibernation plans drilled .
Few aerial bombings outside agency project areas - Encourage Partners to drill their
plans
- Weekly security situation
reports
Escalation of armed conflict in agency project areas - Partly operative
Major clashes between armed groups with civilian - Hand-over key activities and
High (orange ) cgsualties Communal violence affecting civilians documents to partners.
directly - Discuss financial and program
Serious but isolated attacks on civilians in capital issues with them.
(suicide bombs)
- Local partners encouraged not to
Aerial bombings in agency project areas work in field (hibernation)

Breakdown in law and order
Repeated attacks on civilians and vital installations
in capital Deliberate, repeated attacks on NGO staff

Full scale armed conflict in most districts

Program suspended/ ended

Implement plans for staff
relocation and evacuation and
care of the remaining national
staff




Risk assessment

A risk assessment should be carried out before any visit to any potentially insecure operational area
or any action that could carry a security risk. A similar assessment is necessary before making public
statements.

Security Plan

A Security Plan should be a concise document that sets out the security rules and procedures
appropriate for the country/ location. All BRDO members are encouraged to write Security Plans for
their countries of operation, even in low risk countries there is often a threat of crime, banditry or
other security threats.

There are two main kinds of documents that comprise a Security Plan: Standard Operational Procedures
(SOPs)/ Guidelines/ Protocols and Contingency Plans/ Emergency Plans. The Security Plan can also
incorporate or refer to other documents that play a role, for example certain HR policies.

SOPs are for day-to-day precautions. Contingencies are responsive plans for managing extra-ordinary
events so to mitigate the impacts. In broad terms, SOPs are preventative and Contingencies are reactive.

The most senior staff member responsible for security should write or oversee the delegated staff
writing a Security Plan. Your Security Plan needs to be context-specific and highlight organizational
security rules and procedures, which apply to staff in, or travelling to, that country. Each organization
should also identify a Security Focal Point , whose responsibility it is to ensure that all

staff are aware of and following the policies and procedures outlined in the Security Plan

Each Security Plan should be based on the risk assessment for that area / location, so

that its rules and procedures are tailored to the risks in that area. In low-risk locations, both the risk
assessment and the Security Plan can be very short. In high-risk locations, both documents are likely
to be more detailed. In all cases they should be as concise as possible, since busy staff may be
tempted to ignore long documents. What is important is that they should be appropriate to the
circumstances of the particular location that they refer to .

NOTE

It is important that each member considers all of the staff of their organization, and ensure that all
receive appropriate security training. It is not enough for senior managers alone to receive training;
it is only when all staff have learned about security principles and can put them into practice
through their daily choices and behavior, that the safety and security for staff and resources will be
enhanced.



Briefings and debriefings

Briefings and debriefings allow for the quick and effective exchange of security and safety
information between the organization and the persons it is responsible for.

Briefings

BRDO members should ensure that appropriate security briefings are given to all individuals for whose
security they are responsible. This includes staff, invited visitors and consultants, who are being hosted by
the member. The aim of a security briefing is to enable someone to understand the local situation
sufficiently to live, travel and work safely in it.

Locally based staff should receive a full security briefing before they start work, appropriate to the
location. For all internationally recruited staff, invited visitors and consultants being hosted by the
BRDO member, they should get a security briefing before they travel to any location

This briefing may be complemented by a follow up phone call with a manager working in the location
to which they are travelling. It should be accompanied by at least basic written information (for
example recent situation reports) to remind them of points that they may not have taken in during a
face-to-face briefing. On arrival, an additional security briefing can give greater details.

Further security briefings should be given as often as necessary according to the judgment of the
relevant line manager, including when people are moving to a new location. For example, in low-risk
locations, an annual security briefing may be sufficient. In some high-risk locations a daily security
briefing may be required.

Debriefings
On return from work-related travel to high risk areas, the line manager should debrief the recent
traveler, to:

- Check the staff member’s general well-being

- Identify any lessons relevant to good security management for future trips, or anything that may
change the agency’s risk/threat analysis of the given area . These should be passed on to the
member’s organization’s Security Focal Point, and shared with other BRDO members and the
wider humanitarian community where possible and useful.

- Discuss any security-related difficulties experienced during the trip.

- Receive a completed incident report form the traveler, if any incidents or near-misses occurred.
‘Near-misses,” such as when the vehicle was confronted by threatening individuals with guns,
though nothing actually occurred that harmed the staff, are equally important to capture on an
incident report form.



HR Issues Related to Security

There are numerous places where security and human resource issues cross paths. This section maps out a
few key areas.

Recruitment

Good security is dependent on good quality staff. It is essential to check references before a staff member
receives a contract or starts work.

In fast-moving crises it may be difficult to check all references of urgently needed emergency

response staff. It is essential however that at least the reference of the most recent employer is

obtained at all times to ensure an overall assessment of the candidate and suitability for the job.
Managers should also use their judgment to make whatever checks are possible.

Local employment laws should be carefully respected. Some NGOs have faced security threats from
disgruntled former staff or their friends, particularly when personnel have been dismissed in what

they regard as an illegal or unfair manner. It is therefore strongly recommended that a local

employment lawyer be consulted for all employment related decisions.

Workplace harassment and violence

All staff, visitors, and others associated with BRDO Alliance members have the right to not be harassed
or subjected to violence by another staff member. Sexual harassment and/ or harassment based on
nationality, ethnicity, religious and other differences will not be tolerated. Your organization should have
a clear policy and means to communicate this to new staff and on a reoccurring basis for current staff. The
HR and security personnel should highlight every individual’s right to security and safety and underline
the consequences for breaking policy.

Ending staff contracts

The process of contracts should be carefully planned and sensitively managed. In some
circumstances, the termination of staff contracts, if poorly managed, can lead to security risks. So
that staff know what to expect, contracts should be drawn up with the possibility of short notice
being given in times of crisis.

Relationships with other organizations

Good security management requires a good understanding of the local context and the key actors
Within it, with a special focus on the actors/ stakeholders/ relationships that influence our programs.
These can include:

- Partner organizations
- Local authorities

- Local security forces



- The UN security system, if present
- International police force, if present
- Embassies

- Other relief and development organizations

Relationships with military and police forces

BRDO members should ensure that their contacts with the authorities, and especially with
security forces, do not compromise their independence — either real or perceived. If there is more
than one security force, perhaps on different sides of a conflict, the senior staff member should
decide whether to establish contact with all security forces, to show transparency and impartiality,
or whether there is a good reason to avoid contact with one or more of them.

In cases where the security forces are oppressing the population or are unpopular for other
reasons, local people should be given no reason to suspect that BRDO members are close to,
collaborating with or tacitly supporting the security forces. In these cases it is usually wise to
avoid frequent meetings, social contact, joint statements or any other activity with security forces
which could cause Misunderstandings, since they could be dangerous for the agency and
possibly other BRDO member

Public statements and media

Handling the media well is often a vital part of managing external perceptions that, in turn, can
positively or negatively our security. Public statements may increase threats, reduce them, or
alter them in some other way. Before making a public statement, carefully consider the security
implications. Is the statement necessary? Which groups might be listening? Which groups could
be affected in security terms? What interpretations or misinterpretations could be put on the
statement? Have you allowed for cultural and religious perspectives? Can you reduce any
potentially negative consequences and increase the positive ones, while still saying what you
need to say?

- NOTE

- Most importantly, before any public statement is made by a BRDO member on a topic
or situation, the person or agency making the statement must consult with the staff
operating on the ground in the affected country to ensure that they authorize the
communication and should not be placed at risk.
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Thank you for reading carefully ........

Prepared by : Afnan Mustafa
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